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Data science is on fire.

Privacy is giving a bad name to us.

Posted by u/Daridla 3 years ago

Shame on you Google its sad how evil you've become
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https://www.reddit.com/r/privacy/comments/8sym9v/shame_on_you_google_its_sad_how_evil_youve_become/



Our discipline is on fire.

Complaints
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https://www.advisory21.com.mt/statistics-behind-the-1st-year-of-gdpr/
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Research mission:

Help developers, users, auditors to protect users’ privacy

CCPA

COPPA

Children's Online Privacy
Protection Act

COPPA

Developers Users Auditors



Zoom accesses all your calendar events continuously!

(G Sign in with Google A
Zoom wants access to your .
Goog]e Account CCI|enC|CII" events fhdi‘ C0n|'CIIn
8 hacjianjin@gmalcom https://zoom.us/xxxxx

r

Select what Zoom can access

View and edit events on all your calendars.
B
Learn more
Cancel Continue



https://zoom.us/xxxxx

Google APIs - All-or-nothing binary permissions

Scope

https:
https:
https:
https:
https:

https:

/ /www .googleapis
/ /www .googleapis
/ /www .googleapis
/ /www .googleapis
/ /www .googleapis

/ /www .googleapis

.com/auth/calendar

.com/auth/calendar.

.com/auth/calendar.

.com/auth/calendar.

.com/auth/calendar.

.com/auth/calendar.

readonly

events
events.readonly
settings.readonly

addons.execute

Meaning

read/write access to Calendars
read-only access to Calendars
read/write access to Events
read-only access to Events
read-only access to Settings

run as a Calendar add-on

https://developers.google.com/calendar/api/guides/auth



Most applications do not need raw datal

Question Needed data
Productivity . :
e
tracking How busy are yous # of business meetings
Meeting When are you available? Time blocks

scheduling



Program data transtformation functions using chainable operators

= @ YouTube SHENN()
URL-based APIs ')

GET https://www.googleapis.com/youtube/v3/playlists

Operator-based APIs m — m —> — m



A text-based whitelist manifest (i.e., program representation)

@purpose: The app can access calendar events

which contains a zoom link.

inject pull
epeat # infinite end point: 000 ZoomCalendarlntegration{
interval: 30 mins token: xoocx // operator [properties]
= ] » inject[...] -> pull Calendar[...] ->
filter . post filter [Zoom join link pattern] ->

target content: eventdescription destination: www.abc.com pOSt :ZOOm eventS]

taraet pattern: purpose: retrieve video
P conference events }
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A trusted runtime with pre-loaded, open-source implementations

Manifests

(0 ==
D 0 ==
Manifest Manif I
anifest
n — Manifest Manifest CEED
D Manifest 0 --
— A — — — Eln
0 ==
0 ==
|

First party

Preloaded operators Third party
data sources

developers
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MPF v.s. Binary permissions

<manifest ...>

<uses-permission android:name="android.permission.
ACCESS_COARSE_LOCATION" />

</manifest>

Android Permission Manifest

Allow “"Weather" to access
your location while you are
using the app?

We need to check your location in
order to let you know the weather
forecast.

Don’'t Allow Allow

Popup window

1. System implementation
2. APl complexity

3. End-user management



MPF v.s. Database approaches (e.g., GraphQL)

Client(s)

l SQL-like Queries
1. Flexibility/Extendability
AT T server 2. Auditability

IaAJas 10Ydeln
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MPF v.s. Remote Code Execution

----------------------

Personal Data Store

/; \ database @

PDS frontend

FPandora W Fitness

Fitness

Pandora

web
browser
cell
Raw Data
Request phone

Relevant Summarized Data

S

SEEE T O OO OO OO OO OO OO -

<

Developer-uploadea
arbitrary code

1. Auditability
2. App development

3. Security

https://openpds.media.mit.edu/
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Let the good privacy drive out the bad privacy
4. Free privacy features
Consumer
Yo GDPR *

1
4 Reports

- D -
equiarors
J based API

2. Rank app developers
l 3. Independent privacy features

6. Centralized and unified management
Users
7. Enforceable controls

*x X K

* *
*ﬁ*

1. Identify overaccess
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Broader application domains

Smart Home

Vorx recode

Here’s how Facebook allowed Cambridge
Analytica to get data for 50 million users

Facebook says it isn't at fault.

By Kurt Wagner | Mar 17,2015, 3:47pm EDT

f W |7 SHA4RE

Social network?

Personal data API?

PRIVACY

—
i Na®: A arammarty

Browser extensions®




