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Users have differing levels of 
sensitivity to various types of 

contextual information across 

domains. 
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Individual Privacy PreferencesCollective Privacy Norms

Companies should behave 
under their users' privacy 
expectations.
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related work (1) 

Alan Westin Privacy Segmentation Index

[1] Privacy indexes: a survey of Westin’s studies. 2005 
[2] Would a privacy fundamentalist sell their DNA for $1000... if nothing bad happened as a result? The Westin categories, behavioral intentions, and consequences. 
SOUPS2014

•Low correlation 

•Not updated since 1995



4 [1] Modeling Users’ mobile app privacy preferences: Restoring usability in a sea of permission settings.  SOUPS 2014 
[2] Reconciling Mobile App Privacy and Usability on Smartphones: Could User Privacy Profiles Help?

•Require significant data  

•Hard to generalize

related work (2) 

Cluster Similar Users



5

ContextLabel

modeling individual users' privacy expectations by 
understanding users' underlying reasoning process 
of forming privacy-related opinions.
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Two RQs

RQ1: Are users rational towards their contextual privacy 

concerns? 

RQ2: How to capture contextual information in privacy 

scenarios and use it to predict privacy concerns?
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RQ1
Are users somewhat rational?



8

Collecting Privacy Concerns through 5-day Surveys (N=38)
Rate privacy across-domain data actions (N=43) and explain

Data Action Description
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Collecting Privacy Concerns through 5-day Surveys (N=38)
Rate privacy across-domain data actions (N=43) and explain

Data Action Description

5-Scale Rating

Open-ended Question

Crowd workers label 
free-text explanation 
using 14 concern 
categories



Day 1 Day5
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Day 1 Day5Day 3Day 1 Day 2 Day 4

Include same 3 data actions and Westin’s index in 3 surveys

Check consistency of responses from the same participant 
across different surveys
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How do we know if users are rational?

2. Qualitative

1. Quantitive
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Results

80% privacy concern categories remain the same.

Attitudes toward the selected scenario (ICC 0.74) and Westin’s 
index(ICC 0.8) remain consistent.
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Results

Inconsistent attitudes are boundary cases. 

“able to save time…but I don’t like a third party 

hiding content from people or businesses that I 

am willingly following”

Action 
Based on collected user 

data, a social App only 

show users the posts 

they are likely to engage 

and hide others.

Day1 Day3 Day5
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RQ2
How to capture contextual 

information and use it for 

privacy concern prediction?
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Prior work 

Factorial Vignette Surveys & Contextual Factors

[1] Privacy Expectations and Preferences in an IoT World. SOUPS2017

domain-specific

categorical factors
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Non-Exclusive ContextLabels
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Capturing Contextual Nuances: Data Action Annotation

Annotate data actions using 
Categorical Factors

Annotate data actions using 
ContextLabels
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result 

Correlation between Contextlabels and Privacy Concerns

Compared to exclusive categories factors and the Westin’s Segmentation 
Index, non-exclusive contextlabels have stronger correlations with 
participants’ concerns.  
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result 

Correlation between Contextlabels and Privacy Concerns
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Predict Privacy Concerns towards Unseen Scenarios

Baselines:
Westin’s Index, Categorical factor 

Concerned / Not ConcernedContextLabel

Preference Model: trained on personal profile
Global Model: trained on all users’ data
Model Types:

Multilayer Perceptron Model:
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Method
ContextLabel 
+ Preference ContextLabel

Categorical 
Factor

Westin’s 
Index

Accuracy 73% 64% 59% 56%

result 

Predict Privacy Concerns towards Unseen Scenarios

ContextLabel has more promising predictive effects

Context Label + Preference achieves best performance
Personal preferences improves prediction 
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Best Performance: 

Contextual Label + Preferences, Acc: 90%

Whether user have a specific concern categoryContextual Label
Multilayer Perceptron Model:

Predict Privacy Concerns towards Unseen Scenarios
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Takeaway messages

RQ1: Are users rational? 

RQ2: How to capture contextual information and use it to 

predict privacy concern? 

• Users exhibit a certain level of rationality. 

• ContextLabel can effectively capture contextual information. Combining 
personal preferences, it can be used for concern prediction.
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• Users exhibit a certain level of rationality. 

• ContextLabel can effectively capture contextual information. Combining 

personal preferences, it can be used for concern prediction.
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