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Collecting Users’ Privacy Concerns of Data
Practices at a Low Cost
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CHI 2018 @ Montreal, OKCupid Keynote Speech




OkCupid Lied To Users About Their Compatibility

You might like
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My self-summary

1 get the hiccups aimost every day. 1 grew up In England but I'm

American. My mother's side of the family is Icslandic and 1 would love
to ive there some day. | was raised as a Tibetan Buddhist. | have one
Dad eye, One ear lower than the other, and one Moot smalier than the
other. 1 love bad jokes. Yes 1 really did go to space camp (1 was 16, so

technically it was Advanced Space Academy).

What I'm doing with my life

Rate her prohle

’ Browse invisibly




Practitioners face a variety of similar dilemmas

Forbes MOTHERBOARD
TECHBYVKE

How Target Figured Out A Teen Girl | |Y\Working From Home? Zoom Tells Your
Was Pregnant Before Her Father Did ' . .
Boss If You're Not Paying Attention

(T S gamesindustry.biz
How Web Sites Vary Prices Based on Your Riot uses LoL chatlogs to weed out toxic employees
. Being a troll in-game translates IRL, finds developer
Information (and What You Can Do About It) o "
By Thorin Klosowski Dan Pearson

i’ “riday 10th June 2016

IBM didn’t inform people when it

used their Flickr photos for facial :::mt_canl T"$CK %,’:’O'S 2"}' Psyinlg
recognition training ention In Your Video Call. Here's

How.
Food for the algorithms

The remote conferencing service, which has lots of new users while people isolate during the
coronavirus pandemic, has an "attendee attention tracking " feature.

AIRFARE DEALS a,:.,mmmn.
Do Booking Sites Raise Prices Based ) () (8) @) (@)
on Your Search Habits?




Formal Privacy Review @ Google
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The “Front-page” Test

Late user feedback!

Formal . Formal

Privacy The “Front-page” Test Privacy
Review Review

Plan Design/Development/Iterations  Deployment

What if my decisions were reported on
the front page of the local newspaper?



Heuristic evaluation for privacy

User Interfaces

Heuristic Evaluation

Usability Problems

Data Practices

Lean Privacy Review

Users’ Privacy Concerns



LeanPrivacyReview: a low-cost method to collect direct feedback from users

through the proxy of crowd workers in the early stages of design

= . _ _ , _ .
:T Lean Privacy  File Edit Help 2. Loyalty card in a retail store L8 -]
Next
Data Sharing Data Procgssmg Data Usage
The retail store sells your datato a h Your health insurance company anal The insurance company then raises
@ calth insurance company. s 4 @ yzes your purchases, and concludes @ { ® .
1 your insurance rates. o
Create a storyboard you have a sedentary lifestyle and a
n unhealthy diet.
' Data collection
' Data sharing
Data Collection Data Processing Data Sharlng Data Usage
: A retail store offers you a free loyalty The retail store analyzes the product e s store ien asncs yorl colp You end up saving 10% on your stor
Data processing ® card, and associates all your purcha @ -4 @ s you frequently purchase. S, @ ons for products you frequently purc @ ¢ ® e purchases during the year. 0
ses with your unique ID. flase.
Data usage
Generate surveys
Collect survey responses
Distribute labeling tasks Data Processing pata Shgrlng - : Data Usage
The retail store builds a profile of yo The. retall store .sells IO na.tlonal IS You receive tailored offers to which y
. u, inc|uding your age, your income’ t . . rketlng companies. The national mar . — . ou are SUSCGptible. .
Import data he products you might be interested, keting companies later send you tail
etc. ored offers.

Analyze privacy concerns

http://www.leanprivacyreview.com/



Running example - input

PrivacylO

Step 1: Privacy S%yboa%i

' data collection

' data sharing

r
data processing t data collection

X

data usage

Choose Mode

Edit %
Choose Permission

Click here %

The website is developed to streamline the UCPR process.
Practitioners may use the method manually without the web system.




Running example - inspection

PrivacylO 2. Loyalty card in a retail store

' data collection

' data sharing Data Sharing Data Processing
The retail store sells your datatoah Your health insurance company anal
@ ealth insurance company. @ yzes your purchases, and concludes @

Data Usagq
The insuran

@ vyour insuran
you have a sedentary lifestyle and a

n unhealthy diet

data processing

Data Collection Data Processing Data Sharing Data Usagq
data usage A retail store offers you a free loyalty The retail store analyzes the product The retail store then sends you coup You end up !
@ card, and associates all your purcha @ @ s you frequently purchase. o @ ons for products you frequently purc @ @ e purchases

‘ hase
ses with your unigque 1D

Choose Mode

Edit ¢
Choose Permission

Click here %

Data Processing Data Sharing
The retail store builds a profile of yo The retail store sells it to national ma
@ u, including your age, your income,t @ @ rketing companies. The national mar @
he products you might be interested, keting companies later send you tail
ete. ored offers

Data Usage
You receive !

@® ou are susce
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Running example - annotation

a@_a}on mt »LL
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1s

eling Privacy concern in a short

View instructions

Please check all the privacy concerns mentioned in the red text.

Survey questions:

[ PP O 1 -~ -
Data collection

~rites rostail oty Ff, . . J ity orrd ot n ANicrmg Ly NP OIS N Ires I e s MY,
Wie l'?.'.?'!'.!'.l L‘!L".”:’ .(__.".":‘.' o '1'-’_:'Ln -.'-J »"‘:‘:2 'r..:',\‘(!':_v' L-(fﬁ",}‘ .v/'_.]'.J '__J.'!rn \.‘i-’:: e | -:il'b(.)t.-'."l'f',: {'--~'l'.“__»f.?-J orn Sorne y’_"Ll"l..r":L":‘tf:‘ L.-'n"":J«"

V7T . S O d T ot | S v’ ” S v . 3 ) 'y . P v’ d . N o Momnanens mnovd nbs o~
vou present the card. To obtain the card, you are required . form with your name, address, and phone

number, which may then be associated with a list of your purchases.
BT - ;¥ NS . P ~armtor sona B -
ou *.e.' irthe company coiiecied your a. I

How would vy ata as descnbed above

ourvey response:

her comfortable or uncomfortable
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Running example - output enty

M Tetan S1oTe Onmers you a mee woyany ras>w.

card, and associates all your purcha @
ses with your unique 1D.

Select...

Privacy concerns from different users

R.I'w.s:-'cwu mOotonng .
Violabhon of expecitanons “ . §
Lack of respect for autonomy . ';:' .
Lack of informed consent m m _g. Data Sha"ng
s roatail etanres eolle 18
Data Cc Decsotive dale Draciics § Thc.'reuul store sells it to rm}mn.
A retail s Lack of protection for vuinerable popul... g ® SSING POMpANISs. NIt Neon
® card, an L ack of aRermalive choics A keting companies later send yo!
ses with ored offers
Insufficient data security . . . .
Insufhicent anorymizaton
Teo high potential rsks - . . . E
Bias or discrimination E’;
Lack of trust for algorithms . i
Lack of control of personal data m §
Data commodification g
Unclassfiod - !

NO privacy concern

o 1 2 3 4 5 6 7 8 9 W 11 12 13 14 15 16 7 18
user ¥
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Benefits overview

Fast & cheap, easy-to-access,

Input = Crowd workers = Output:
= 580, 5.5 hours wait time

= 20 minutes to author

identify blind spots
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Benefits overview

Fast & cheap, easy-to-access, identify blind spots

Small teams may have
no resources for formal

privacy reviews.




Benefits overview

Fast & cheap, easy-to-access, identify blind spots

Invasive monitoring . .
Viclation of expectations . .

Lack of respect for autonomy .

Lack of informed consent .

[ [
ot oo 1 Saturate with =14 Crowd workers.

LacK Of alternatve choice

Deceplive dala practice

Insumcient aata secunty

Insumcient anonymization

Too high potential risks ' . . . o oy 0 .
casosscamesen | () .' . . .‘ Find 139% additional privacy concerns

Lack of trust for algorithms .

Lack of control of personal data .

—— .: . that practitioners were not aware of.

O 1 21 3 |4 5 6 7 68 9 10 11 12 13 14 15 16 17 18

y

Each crowd worker finds a small
set of different concerns.




Usage scenario:

lterate and explore designs based on fast privacy feedback

Invasive monitoring

Violation of expectations

Lack of respect for autonomy
Lack of informed consent
Deceptive data practice

Lack of protaction for vulnerable popul...
Lack of alternative choice
Insufficient data security
Insufficient anonymization

Too high potential risks

Bilas or discrimination

Lack of trust for algorthms
Lack of control of personal data
Data commodincation
Unclassified

NO privacy concem
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Design #1

oo 8o08.7%"

na ® ....' ' ' .*

0 1 2 3 4 5 6

7

8

3 10 11 12
user #

! | |
13 14 15 16 17 18

6

7

8 9 10
user #

n

12

Design #2
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Design #3
sss o

8 9 10
user #

1

| |
12 13 14 15 16 17 18

> 3|qeuOojWwoaun JSON

3|qeojWwod Jsow



17

Contributions

(1) A low-cost user-centered privacy inspection method

Communication
ﬂ( || I O O Inspection

4— )

Presentation
Practitioners Crowd workers

(3) 12 real-world data ethics examples,

(2) A privacy storytelling technique e.g., OKCupid, Lol Chatlog.

Data processing —> Data usage
l Data collection <

\' Data sharing —} Data processing —} Data usage



